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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES
BOARD MEETING
January 17, 2025

The Athens State University Board of Trustees (also referred herein as the Board) held a meeting at 2:30 p.m.
on Friday, January 17, 2025 in the Sandridge Student Center Ballroom to consider University matters.

PRESIDING: Senator Arthur Orr

The Board of Trustees meeting was called to order at 2:30 p.m. by Senator Orr.

ROLL CALL

On roll call, the following Board members were present and constituted a quorum to conduct business:

Mr. Jim America

Dr. Denver Betts

Mr. Tommy Coblentz

Ms. Donna Coleman

Bill Dunnavant

Mac McCutcheon

Senator Arthur Orr

Mr. Goodrich ‘Dus’ Rogers
Mike Underwood

Also present were Dr. Catherine Wehlburg, President of Athens State University, Ms. Jackie Gooch, Secretary
to the Board, and Mr. Shane Black, University Legal Counsel. Governor Kay Ivey and Chancellor Jimmy
Baker were absent. Approximately 70 faculty/staff attended in-person and electronically.

APPROVAL OF AGENDA

On a motion made by Mr. Rogers and seconded by Mr. McCutcheon, the Board approved the agenda by the
following roll-call vote:

Jim America — YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES
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APPROVAL OF MINUTES

On a motion made by Mr. McCutcheon and seconded by Mr. America, the Board approved the minutes from
the October 18, 2024 Board meeting by the following roll-call vote:

Jim America— YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — Abstain

PUBLIC COMMENT

No one officially registered for public comment.

OLD BUSINESS, PENDING MOTIONS AND RESOLUTION

The Board received the Executive Committee minutes from November 18, 2024, that were previously
distributed electronically.

NEW BUSINESS, PENDING MOTIONS AND RESOLUTIONS

Review and Affirmation of University Mission Statement
(Attachment A)

On a motion made by Mr. Underwood and seconded by Mr. McCutcheon, the Board reaffirmed the Athens State
University Mission Statement. This motion was approved by the following roll-call vote:

Jim America — YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES

FY 2024-2025 Budget Amendment #1
(Attachment B)

On a motion made by Mr. Rogers and seconded by Mr. McCutcheon, the Board approved the FY 2024-2025
Budget Amendment #1 as presented. This motion was approved by the following roll-call vote:

Jim America— YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES
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Acceptance of Information Security Program Report
(Attachment C)
On a motion made by Mr. America and seconded by Dr. Betts, the Board accepted the Information Security
Program Report as presented. This motion was approved by the following roll-call vote:

Jim America— YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES

Capital Improvement: Carter Hall

(Attachment D)

On a motion made by Mr. Dunnavant and seconded by Mr. McCutcheon, the Board authorized the University
President to solicit bids for the renovation of Carter Hall. Bids should be opened before the May 2025 Board
meeting. This motion was approved by the following roll-call vote:

Jim America — YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES

New Academic Program: GR CERT — Management of Cybersecurity Operations

College of Business

(Attachment E)

On a motion made by Mr. McCutcheon and seconded by Dr. Betts, the Board approved the GR Certificate in
Management of Cybersecurity Operations for the College of Business. This motion was approved by the following
roll-call vote:

Jim America — YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES
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Academic Program Revisions — College of Business
(Attachment F)

On a motion by Ms. Coleman and seconded by Mr. Coblentz, the Board approved academic program revisions
for the College of Business. Title change from Strategic Leadership and Business Analytics to Strategic
Leadership and approved the addition of the following concentrations for Strategic Leadership 1) Business
Analytics, 2) Healthcare Management, 3) Human Resource Management, 4) Management of Cybersecurity
Operations, and 5) Tailored Leadership. This motion was approved by the following roll-call vote:

Jim America— YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES

Reaffirmation of Board of Trustees Fiduciary Duties and Responsibilities

(Attachment G)

On a motion by Mr. Rogers and seconded by Mr. America, the Board reaffirmed and signed the revised Board of
Trustees Fiduciary Duties and Responsibilities (formerly Board of Trustee Roles and Responsibilities) as
presented. This motion was approved by the following roll-call vote:

Jim America — YES Mac McCutcheon - YES
Denver Betts — YES Senator Arthur Orr - YES
Tommy Coblentz - YES Dus Rogers — YES
Donna Coleman — YES Mike Underwood - YES

Bill Dunnavant — YES

OTHER BUSINESS (No Action Required)

Learning Partnerships
Dr. Keith Ferguson provided an update on Learning Partnerships.

Foundation/Endowment Update
Dr. Keith Ferguson provided an update on Foundation and Endowments.

Enrollment/Marketing Update

Mr. Chris Latham provided an enrollment/marketing update.

Quarterly Financial Update
The Board received the quarterly financial update.

Alabama Commission on Education (ACHE) Update

The Board received a handout on actions taken by the Commission.

Reminder: Statement of Economic Interest must be filed with the Alabama Ethics
Commission by April 30, 2025.
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President’s Report/Update

Dr. Wehlburg also provided a written report including updates in the following areas:

1. Enrollment Management

2. Alumni and Donor Relations
3. Academic Affairs

4. Visibility/Community

5.

Strategic Plan Framework

a. Student Success

b. Innovative Teaching/Learning Quality
c. Community Support and Engagement
d. Foundational Support

Board Committee Updates and Report Acceptance

Finance and Facilities Committee - Mr. Rogers
Mr. Rogers provided the Finance and Facilities Committee update.

Enrollment and Student Affairs Committee — Mr. Bill Dunnavant
Mr. Bill Dunnavant provided the Enrollment and Student Affairs Committee update.

Academic Affairs Committee - Dr. Betts
Dr. Betts provided the Academic Affairs Committee update.

External Affairs Committee - Mr. America
Mr. America provided the External Affairs Committee update.

On a motion made by Mr. McCutcheon and seconded by Mr. Underwood, the Board accepted the committee
reports as presented.

CLOSING COMMENTS
None.

ADJOURNMENT

Senator Orr adjourned the Athens State University Board of Trustees meeting at 3:42 pm.
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ATHENS STATE UNIVERSITY

BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025

ACTION ITEM TITLE: Review and Affirmation of University Mission
Statement

RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees review and affirm
the University Mission statement as follows:

The University advances the best interests of its students and the State of Alabama
through teaching, service, research and other creative activities to empower students
to make valuable contributions in their professional, civic, educational, and economic
endeavors. Through innovative communication and course delivery for high-quality
undergraduate and select graduate programs, Athens State University provides a
supporting environment for each student, demonstrating the importance of the diverse
and interdependent nature of our state and society. Athens State University changes
the face of Alabama by changing the lives of its students.

FISCAL CONSIDERATION: None.

RATIONALE:

SACSCOC criteria requires the institution’s governing board to formally approve and
periodically review the institution’s mission statement. The Board, in its review, annually
reaffirms the mission statement, whether or not changes are made, thereby maintaining a
cognizance of previously agreed-upon scope of institutional activities and ensuring that

institutiona{ policies, procedures, and activities remain compatible with and included in
the missign statement.
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ATHENS STATE UNIVERSITY

BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025
ACTION ITEM TITLE: FY 2024-2025 Budget Amendment #1
RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees approve the
FY 2024-2025 Budget Amendment #1 as presented.

FISCAL CONSIDERATION: See attached.

RATIONALE:

The University budget for FY 2024-2025 Amendment #1 must be approved by the Board
of Trustees. For fall semester, actual revenues over budget revenues totaled $628,186. It
is proposed that a budget amendment in the amount of $466,817 be approved by the
Board of Trustees. Expenses included in the budget amendment are as follows: Learning
Partnership Scholarships - $75,000, 3 new positions (Psychology Faculty and 2 Student
Success Coaches) - $238,777, PCI Compliance Consultant - $12,000, WiFi Access
Consultant - $25,000, and Summer Academy Academic Initiative - $111,250. The net

amenc} revenues over expenses of $4,790 will be added to oyrans/ﬁr to reserves.
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Proposed Budget Summary
2024-2025 Fiscal Year
Amendment # 1
Current Fund Group
Unrestricted Plant
Unrestricted Auxiliary Restricted Funds
Estimated Beginning Fund Balance as of 10/1/24 $17,393,848  § 462,778 $683,443 $28,608,889
Add
Revenues 45,349 627 $423 850 $25,438,051 5,150,000
Transfers In $200,000 $425,000 $1,604 780
Total Estimated Additions $45,349,627 $623.850 §25,863,051 $5,754,790
Total Funds Available $62,743,673 $1,086,626 $26,546,494 $35,363,679
Deduct
Expenditures $43,219,837 §778,288 525,438,051 $13,821.655
Transfers Out $2,129,790
Total Estimated Deductions $45,349,627 $778,268 $25.438,051 $13.821,655
Estimated Ending Fund Balance as of 9/30/2025 $17,393,846 $308,338 1,108,443 $21,642,024

Amerarnent &1
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FOR FISCAL YEAR 2024-2025
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UNIVERSITY
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Unrestricted

Auxiliary Restricted Plant TOTAL
PROPOSED
CURRENT
B BUDGET {
Beginning Fund Balance $17,393,946 $462,776 $683,443 $28,608,889 $47,149,054|
E & G REVENUES
TUITION AND FEES
431 Tuition $17,116,914 $17,116,914
438 Special Fees $160,000 $160,000
443 Technology Fees $4,849,104 $4,849,104
439 Other Student Fees $147,000 $147,000
Total Tuition and Fees $22,273,018 $22,273,018|
LOCAL FUNDS
408 Local Appropriations $50,000 $50,000
Total Local Funds $50,000 $50,000
STATE FUNDS
401 ETF O & M Appropriation $20,885,054 $20,885,054
«02 ETF Special Appropriation $1,218,955 $1,218,955
406 Other Appropriation (Not funded by ETF)
425 State Grants and Contracts $5,001,015 $5,001,015
Total State Funds $22,104,009 $5,001,015 $27,105,024
FEDERAL FUNDS
410 Student Aid $19,733,561 $19,733,561
411 Federal Grants and Contracts $703,475 $703,475
Total Federal Funds $20,437,036 $20,437,036
VARIOUS INCOME FUNDS
484 Investment Income $452,600 $452,600
486 Miscellaneous Revenue $270,000 $5,150,000 $5,420,000
Total Various Income Funds $722,600 $5,150,000 $5,872,600
SALES AND SERVICES
487 Indirect Cost Revenue $200,000 $200,000
Total Sales and Services $200,000 $200,000
TOTAL E & G REVENUES $45,349,627 $25,438,051 $5,150,000 $75,937,678
AUXILIARY REVENUES
1000 Bookstore $100,000| $100,000
2000 Food Services $8,400/ $8,400
3000 Vending $3,000 $3,000
5000 Student Activities $62,450 $62,450
8000 Other $250,000 $250,000
Total Auxiliary Revenues $423,850 $423,850
TOTAL REVENUES $45,349,627 $423,850 $25,438,051 $5,150,000 $76,361,528
MANDATORY TRANSFERS-IN
Debt Transfers $1,600,000 $1,600,000
Total Mandatory Transfers-in $1,600,000 $1,600,000
NONMANDATORY TRANSFERS-IN 73
8400 Non Mandatory £200,000 $425,000 $4,790 $629,790
Total Nonmandatory Transfers-in | $200,000 $425,000 $4,790 $629,790
TOTAL TRANSFERS-IN | $200,000 $425,000 $1,604,7590 $2,229,790
TOTAL FUNDS AVAILABLE | $62,743,573 $1,086,626 $26,546,494 $35,363,679| $125,740,372
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FOR FISCAL YEAR 2024-2025
Unrestricted Auxiliary | Restricted Plant TOTAL
| PROPOSED
CURRENT
- BUDGET
E & G EXPENDITURES
Salaries & Wages $23,896,781 $317,747 $2,877,163 $27,091,691
Employee Benefits $£7,779,017 $107,141 $1,017,563 8,903,721
Operational Services $2,608,838 $136,100 $296,350 $£3,041,288
Professional Services $1,412,617 $44,500 $241,919 $1,699,036
Material & Supplies $3,510,651 $123,175 $406,958 $4,040,784
Other Current Charges $1,925,833 $14,625 $330,323 $1,600,000 $3,870,781
Capital Expenditures $35,100 $35,000 $12,221,655 $12,291,755
Scholarships $2,051,000 $20,267,775 $22,318,775
Total E & G Expenditures $43,219,837/| $778,288 $25,438,051 $13,821,655 $83,257,831
TOTAL EXPENDITURES $43,219,837 $778,288 $25,438,051 $13,821,655 $83,257,831
MANDATORY TRANSFERS-OUT
8500 Other Mandatory Transfer-Out
851 Principal and Interest $1,600,000 $1,600,000
sso0 Renew and Replace-Fac Ren Fee
Total Mandatory Transfers-out $1,600,000 $1,600,000
NONMANDATORY TRANSFERS-OUT
UNRESTRICTED |
geco  Other Nonmandatory Transfer-Out $529,790 $529,790
Total Nonmandatory Transfers-out $529,790 $529,790
TOTAL TRANSFERS-OUT $2,129,790 $2,129,790
TOTAL EXPENDITURES/TRANSFERS $45,349,627 $778,288 $25,438,051 $13,821,655 $85,387,621
TOTAL ENDING FUND BALANCE $17,393,946 $308,338 $1,108,443 $21,542,024 $40,352,751
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Unrestricted Auxillary Restricted
Fund Funds Funds

PERSONNEL COMPENSATION

SALARI W,
501 INSTRUCTIONAL-REGULAR $10,862,863.00 $1,406,033.00
502 INSTRUCTIONAL-TEMP/PART-TIME $1,409,558.00 $129,256.00
503 ADMINISTRATIVE $2,486,474.00 $24,088.00
504 OTHER PROFESSIONAL $4,386,230.00 $205,123.00 $780,608.00
505 SUPPORT PERSONNEL $3,835,937.00 $66,211.00 $342,322.00
508 HOURLY WAGES $702,181.00 $22,325.00 $209,292.00
507 STUDENT ASSISTANTS $155,670.00 $9,652.00
510 CONTRACT SERVICES $57,868.00

TOTAL SALARIES & WAGES $23,806,781.00 $317,747.00 $2,877,163.00

EMPLOYEE BENEFITS
571 FICA MATCHING $1,821,870.00 $24,372.00 $220,972.00
574 RETIREMENT MATCHING $3,027,322.00 $37,628.00 $349,696.00
583 HEALTH INSURANCE $2,596,740.00 $44,160.00 $427,200.00
592 COMPENSATED ABSENCES $149,916.00
584 OTHER STAFF BENEFITS $183,169.00 $981.00 $18,695.00

|TOTAL EMPLOYEE BENEFITS $7,779,017.00 $107,141.00 $1,017,563.00

TOTAL PERSONNEL COMPENSATION $31,675,798.00 $424,888.00 $3,804,726.00

CURRENT CHARGES

OPERATIONAL SERVICES
801 IN-STATE TRAVEL $150,250.00 $14,000.00 $127,340.00
602 OUT-OF-STATE TRAVEL $368,050.00 §9,000.00 $30,000.00
803 TRAVEL - OTHER $40,250.00 $12,000.00
604 COMMUNICATIONS $41,400.00
605 POSTAGE $60,120.00 $3,550.00
606 MAINTENANCE AND REPAIRS $186,400.00
607 SERVICE CONTRACTS ON EQUIPMENT $106,800.00
608 ELECTRICITY $472,000.00 $24,000.00
808 GAS AND HEATING FUEL $145,500.00
810 WATER AND SEWER $46,000.00
611 GASOLINE AND OIL - MOTOR VEHICLES $40,000.00 $5,400.00
612 SANITATION $36,000.00
613 RENT - EQUIPMENT $96,470.00 $106,850.00 $3,095.00
614 RENT - FACILITIES $48,410.00 $93,600.00
616 INSURANCE AND BONDING $625,100.00
619 PRINTING, REPRODUCTION AND BINDING $115,088.00 $2,700.00 $915.00
620 UTILITY TAX $31,000.00

TOTAL OPERATIONAL SERVICES $2,608,838.00 $136,100.00 $296,350.00
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Unrestricted Auxillary Restricted
Fund Funds Funds

PROFESSIONAL SERVICES

624 LEGAL SERVICES $140,000.00

626 ACCOUNTING AND AUDITING SERVICES $85,000.00

627 ENGINEERING AND ARCHITECTURAL SERVICES $75,000.00

€28 OTHER PROFESSIONAL FEES $7,500,00

639 OTHER CONTRACTUAL SERVICES ' $1,105,117.00 $44,500.00 $241,919.00
TOTAL PROFESSIONAL SERVICES $1,412,617.00 $44,500.00 $241,919.00
MATERIALS AND SUPPLIES

617 SUBSCRIPTIONS $2,534,076.00 $8,900.00

€18 MEMBERSHIPS $189,425.00 $3,100.00 $1,000.00

841 MATERIALS AND SUPPLIES $458,510.00 $98,000.00 $343.858.00

842 COMPUTER SOFTWARE $57,311.00

643 TECHNOLOGY - NONCAPITALIZED $216,000.00 $13,175.00 $62,100.00

645 FURNITURE & FIXTURES $54,325.00
TOTAL MATERIAL AND SUPPLIES $3,510,661.00 $123,175.00 $406,958.00
OTHER CURRENT CHARGES

667 ADVERTISING AND PROMOTIONS $1,829,125.00 $10,125.00 $10,275.00

677 BANK CHARGES $71,708.00 $4,500,00

699 OTHER $25,000.00 $320,048.00
TOTAL OTHER CURRENT CHARGES $1,925,833.00 $14,625.00 $330,323.00

TOTAL SERVICES, SUPPLIES, & OTHER $9,457,939.00 $318,400.00 $1,275,550.00
CAPITAL EXPENDITURES

701 BOOKS $35,100.00

783 TECHNOLOGY EXCEEDING $25,000 $35,000.00
TOTAL CAPITAL EXPENDITURES $35,100.00 $35,000.00
GRAND TOTAL (EXCLUDING SCHOLARSHIPS) $41,168,837.00 $778,288.00 $5,170,276.00
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SCHOLARSHIPS
2024-2025 Fiscal Year
UNRESTRICTED UNRESTRICTED RESTRICTED RESTRICTED
AUXILIARY AUXILIARY TOTAL

Estimated # Estimated # Estimated § Estimated # Estimated #

of Awards Amount of Awards Amount of Awards Amount of Awards Amount of Awards Amount
E Ity Disad [+} 2466 | $19733,581 2,466 $19,733,561
Empl ‘Employe Depend 88 $104,000 89 $104,000
ACCS Employee/Dependent 329 $230,000 320 $230,000
Institutional 1,111 $1,625,000 111 $1,825,000
Other 285 $92,000 98 $534.214 363 $626,214
|Total Scholarships 1,794 $2,051,000 2,564 | $20.267.775 4,358 $22 318,775







Page 17 of 37

ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025

ACTION ITEM TITLE: Acceptance of Information Security Program
Report

RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees accept the
Information Security Program report as presented.

FISCAL CONSIDERATION: None.

RATIONALE: As required by the Information Security Program operating policy, the Chief
Information Officer will provide an annual report to the Board of Trustees on the
University’s Information Security Program. The report shall discuss the overall status of
the information security program and its compliance with 44 CFR § 314.4. It shall also
include material matters related to the information security program, and any

recommendations for changes in the program.
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Annual Information Security Program Report to the Athens State University Board of Trustees
Operating Policy Number V1.07, Information Security Program

Prepared by Belinda Krigel, Chief Information Officer (CI0) and Gary McCullors, Information Security
Officer (1SO)

January 13, 2025

Background

Athens State University adopted the Information Security Program (ISP) policy in late 2023. This policy
outlines the requirement for an information security program including the nine security control
requirements in the Safeguards Rule in GLBA. The following serves as an update on the activities
related the GLBA Safeguard Rule and Athens State information security program.

2024 Security Program Activities

Risk Assessments

Mr. Gary McCullors serves as the ISO for Athens State University. He and the Information Technology
Systems and Operations staff work together to manage the network and systems security resources,
monitor and respond to identified security concerns, and implement mitigation strategies to address
security risk assessments and daily vendor identified threats.

Mr. McCullors conducted a new risk assessment in 2024. A similar risk assessment was performed in
June 2023 and documented in the January 2024 report to the Board of Trustees meeting. The details of
any risk assessment are considered to be sensitive information and not shared in public documents but
are discussed with the specific affected areas so mitigation strategies can be developed and applied.

Additionally, in 2024, Mr. McCullors employed of a third-party vendor to complete an in-depth network
and systems security risk assessment and provide mitigation strategies. The risk assessment report

dated October 23, 2024 was highly beneficial for the continuous maturing of the security profile of the
university.

Security Awareness Training

Athens State University deployed the KnowBe4 Security Awareness Training platform in 2024. This
service is used to counter the myriad of security problems including social engineering, spear phishing,
and ransomware attacks. KnowBe4 provides a set of topic specific self-paced training modules and email
delivered prompts to test employee’s ability to identify suspicious links.

KnowBe4 Security Assessment Proficiency Assessment was completed in February 2024 by all
employees. Beginning in 2025, January will be designated as the month to release new security
awareness training on handling sensitive information to employees along with general information
security practices all employees are required to follow. The Data/Information Protection and

Confidentiality Employee Agreement will be used to document employee participation in this security
awareness training activity.
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025
ACTION ITEM TITLE: Capital Improvement: Carter Hall
RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees authorize the
University President to solicit bids for the renovation of Carter Hall. Bids should be
opened prior to the May 2025 Board meeting.

FISCAL CONSIDERATION: None.

RATIONALE: Carter Hall was constructed in 1965 and has not had any major
renovations since its original construction. Additionally, the building has accessibility
issues that limit usage, especially for the general public. The renovation project would
address accessibility and functionality issues and would allow for more public usage
which would provide an additional revenue stream for the University.
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: February 9, 2024

ACTION ITEM TITLE: New Academic Program: GR Certificate

Management of Cybersecurity Operations
College of Business

RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees approve the
graduate certificate in Cybersecurity Operations for the College of Business.

FISCAL CONSIDERATION: See Attached.
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Alabama Commission on Higher Education

Submission of a New Non-Degree Certificate
(Part 1: Description and Rationale)

1. Institution: Athens State University

2. Date of Certificate Submission: October 11, 2024

3. Contact Person and Title: Alyson Gill, Ph.D.
Telephone: 256-233-8214
E-mail: Alyson.Gill@athens.edu

4. Program |dentification:
Award Level (Undergraduate, Graduate, Post-Master's): Graduate
Title: Management of Cybersecurity Operations
6-digit CIP: 52.1201

5. Program Administration and Implementation:
Name of College/ School: College of Business

Name of Dean: Troy Adair, Ph.D.
Name of Department: Business Core

Name of Chairperson: Cynthia Lovelace, Ph.D.

Proposed program implementation date: 9/1/2025
Anticipated ACHE meeting for notification: 03/14/2025

Other considerations for timing and approval (e.g., upcoming SACSCOC review):

N/A
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6. Program Design:

Brief Description of Program and Objectives:

The purpose of the Graduate Certificate in Management of Cybersecurity Operations is
to provide a flexible option for students, particularly those with time and budget
constraints or intermediate academic goals.

The certificate would be ideal for students who:

- do not wish to pursue a full graduate degree but want to earn an advanced credential
to progress in their field;

- are preparing for professional certifications;
- want to earn an advanced credential that can make an immediate impact on their
career while laying the groundwork for completion of the graduate degree.

Learning outcomes:

Technical Proficiency: Certificate holders will demonstrate advanced skills in various
cybersecurity tools and technologies, including intrusion detection systems, firewalls,
and endpoint protection, enabling them to effectively defend against cyber threats.

Threat Analysis and Risk Assessment: Students will be able to conduct thorough threat

assessments and risk analyses, identifying vulnerabilities in systems and networks, and
recommending appropriate mitigation strategies.

Incident Response and Recovery: Participants will develop the ability to plan, execute,
and evaluate incident response strategies, ensuring effective recovery from cyber
incidents while minimizing impact on organizational operations.

Policy and Compliance Knowledge: Learners will understand relevant cybersecurity
laws, regulations, and industry standards, equipping them to create and implement
policies that ensure compliance and protect organizational assets.

Critical Thinking and Problem-Solving Skills: Certificate holders will enhance their
analytical and critical thinking skills, enabling them to approach complex cybersecurity
challenges systematically and devise innovative solutions to emerging threats.

These outcomes prepare students for dynamic roles in the cybersecurity field,
addressing both technical and strategic aspects of cyber operations.

Proposed delivery format: 100% online
If hybrid, what % of program will be delivered online? N/A

If multiple formats, which ones? Online only

Total Credit Hours required to complete the program (if range, enter minimum): 15
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Please identify any specialized accreditation agency that may apply to this program and
explain why your institution does or does not intend to seek specialized accreditation.

N/A

Will the curriculum require work-based or experiential learning (internship, practicum,
etc.)? If yes, please explain. Definitions and examples of different types of work-based
learning are available at hitps://www.alapprentice.org/.

Do any of the courses require EL or work-based learning? Yes, all of the courses

offered have real-world experiential and practitioner-based labs for student to work and
simulate the work environment.

Will the program be designed to meet educational requirements licensure and/or
certification required for entry-level employment? This program is designed to give
students the advanced level of cybersecurity, but it will not be a licensure or job
certificate.

7. Employment Occupational Alignment

Using the federal Standard Occupational Code (SOC) System, please indicate the top
three occupational codes related to post-graduation employment from the program. A
full list of SOCs can be found at hitps://www.onetcodeconnector.org/find/family/titie#17.
A list of Alabama’s “In-Demand Occupations” is available at
https://ache.edu/Instruction.aspx

SOC 1 (required) 11-3021, Computer and Information Systems Managers
SOC 2 (optional) 15-1212, Information Security Analysts
SOC 3 (optional) 15-2031, Operations Research Analysts

8. Relationship to other programs within the institution:

Is the proposed program associated with anyexisting offerings, including options within
current degree programs? If yes, please explain. If this is a graduate program, please
list any existing undergraduate programs which are directly or indirectly related. If this is
a doctoral program, also list related master's programs.

The College of Business at Athens State University offers an undergraduate degree in
Management of Cybersecurity Operations; the College of Arts and Sciences offers a
master’s degree program in Cybersecurity. This proposed graduate certificate draws on
coursework and faculty member expertise from both programs.
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Submission of a New Non-Degree Certificate (Part 2: Course Information)

Please complete the table below indicating all coursework for the proposed program,
specifying any new courses developed for the program, along with courses associated
with each option as applicable. Include the course number, and number of credits.
Coursework listed should total the number of hours required to complete the program.

Course Number and Title Number of * If New
Credit Hours | Course

MCO 500 Cybersecurity Risk Management 3

MCO 510 Cybersecurity Policy 3

MCO 515 Cybersecurity Continuity Planning 3

MCO 520 Asset Security and Cybersecurity Auditing 3

MCO 525 Cybersecurity Leadership and Strategic Planning 3

Total Certificate Requirement Hours 15

Intended program duration in semesters for full-time students: 2

Intended program duration in semesters for part-time students: 3

Describe any other special admissions or curricular requirements for the program:

N/A
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025

ACTION ITEM TITLE: Academic Program Revisions
College of Business

RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees approve the
academic program revisions as detailed below for the College of Business.

a. Title Change from Strategic Leadership and Business Analytics to
Strategic Leadership

b. Addition of academic program concentrations for Strategic Leadership
1) Business Analytics, 2) Healthcare Management, 3) Human Resource

Management, 4) Management of Cybersecurity Operations, and
5) Tailored Leadership

FISCAL CONSIDERATION: See Attached.

Q 74— / ( 7/ Cy
Senm‘r’?‘r Chai tempore Date
e ik
erica, Vice Chair pro tempore " Date
?mv@vl({; [+ =Bz S

Catherine Wehlburg, Preside} deht Date
(f\&tutwooah DI-1M-2025

Jackie ‘Gooch, Secretary to the Board of Trustees Date

RATIONALE:
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Academic Program Inventory
Form A (alteration): Alteration of CiP Code, Program Title, and Degree Nomenclature Except at
the Doctoral Leval

Institution: Athens State University
Using the instructions below, complete and submit the following:

1. Refer to the institution’s Academic Program Inventory for the current CIP code, program
title, and degree nomenclature. This information is necessary for the review and evaluation

of your request. Failure to include this information will cause a delay in processing the
request.

Note: To complete the form, please consult the Academic Program inventory for the

racogmzod program CIP coda, program titlo and degroa nomenciature at:

2. List the current identifiers for the program from the Academic Program Inventory on line 1
below.

Exampie:

1.Current listing 45.1101 Sociology BS

3. List how the program should appear in the Inventory after the requested change(s) are
made on line 2 below.

Exampie:
2. Proposed listing | 45.1101 Sociology BA
r&‘»;.\_g':ljy requested change below: L

Cip Program Title Degree
Code Nomenclature
52.0213 | Strategic Leadership and Business Analytics MS

1. Current listing
52.0213 | Strategic Leadership MS

2. Proposed listing | (no
change)

4. In an attachment, please state the rationale for the revision. For a non-substantive change,
include a statement that there is no change in the requirements or the character of the

program, etc.
Qe 3 ex 1850 2Y
Signature of Authorized Inventory Official Title
Atcns SYzre- LarvzerA, RovOIf
Institution Date
Form 4/16/13

Instruction/Guidelines and Forms
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Rationale for the revision

In today's rapidly evolving landscape, challenges arise amidst all organizations that require
leadership that is both visionary and adaptable. There is a critical need for leaders who possess
advanced interpersonal and strategic skills to meet the increasing complexity of markets,
shifting demographics, and technological advances. Our restructured Master's in Strategic
Leadership aims to meet this need by offering a comprehensive curriculum of core courses and
specialized concentrations that can be tailored through an interdisciplinary approach to meet the
individual student's needs and better prepare them for workforce readiness. By bringing in
interdisciplinary insights from other specializations, the program wili prepare graduates to
navigate diverse organizational and cultural contexts effectively. The core courses on strategic
leadership will develop our students to be future-ready leaders prepared to drive innovation,
foster resilience, make strategic decisions, and achieve success amidst a rapidly-changing
world.

There is no change in the core leadership content of the program.

Form 4/16/13
Instruction/Guidelines and Forms
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ALABAMA COMMISSION ON HIGHER EDUCATION
INSTRUCTION

Form C: Proposal Form for the Addition of an Option, Track, Specialization, or
Concentration, etc., to an Existing Program

1. Institution: Athens State University

2. CIP Code, Program Title, and Degree Nomenclature of the existing program [see
instructions below]:

Current program: CIP 52.0213, Strategic Leadership and Business Analytics, MS

New program: CIP 52.0213, Strategic Leadership, MS

Refer to the institution’s Academic Program Inventory for the current CIP code, program title,
and degree nomenclature for the existing program to which the extension will be added.
This information is necessary for the review and evaluation of your request. Failure to
include this information will cause a delay in processing the request.

Note: In order to complete the form, please consult the Academic Program Inventory for
the rocogmzod program CIP codo program titla and degreo nomenclature at:
Al F: al JoviA _

[Example: CIP 44.0401 ic Admini MPA

3. Name of the proposed extension:
Concentrations in:

Business Analytics

Healthcare Management

Human Resource Management
Management of Cybersecurity Operations
Tailored Leadership

[Example: Option in Non-Profit Administration]

4. Fill in the table provided with the following information:

a. For certificate, associate, and baccalaureate programs, the number of hours in the
General Education Curriculum.

b. For all program levels, the number of hours in the program core. The program core
includes all courses in the major taken by students regardiess of option,
concentration, specialization, or track.

c. For all program levels, the number of hours in the proposed option, specialization,
concentration, track, etc.

d. For all program levels, the total hours in the program including the new
extension/alteration.
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N/A T
Semester Hours in the General Education f
Curriculum (Certificate, Associate, and |
Baccalaureate Programs Only)
21
Semester Hours in the Program Core
9
Semester Hours in the Option, Concentration,
Etc. ’ ) ey -
N/A
Semester Hours in Additional Coursework
(Electives, supporting courses, etc.)
30
Total Semester Hours in the Program with the
Proposed Extension/Alteration

5. List the courses in the program core with the number of semester hours for each:

LDR 500 Influential Leadership 3
LDR 654/MGT 654 Strategic Thinking, Behavior, and Leadership 3
LDR 680 Human Capital Leadership 3
LDR 690 Current Trends & Special Topics in Strategic Leadership 3
LDR 700 Strategic Business Capstone Experience 3
BUS 503/MGT 503 Accounting and Financial Analysis 3
HRM 580 Workforce Planning and Staffing 3
Total Core Requirement Hours: | 21

6. List the courses in the proposed option, concentration, specialization, or track, etc., with the
credit hours for each:

Business Analytics Concentration
.| Course

BUS 525 Foundations of Business Analytics

BUS 603 Business Analytics for Decision Making
BUS 675 Business Analytics Practicum

uwww§
o

Total Concentration Hours

Healthcare Management Concentration

HCM 645 Quality Assurance & Performance Improvement

HCM 652 Organizational Theory, Policy, and Ethics

HCM 675 Strategic Planning and implementation in Healthcare
Total Concentration Hou

mwwwg'
@
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“Raran e 2t Concas = :

HRM 501 Strategic HRM and Building Competitive Human Capital 3
Management Advantage

HRM 520 Employee and Labor Relations 3
HRM 572 Design of Talent Development Capabilities OR HRM 560 3
Diversity and Inclusion and the Professional Consultant

Total Concentration Hours 9

Mant!ement of Wbemaliw Operations cﬁnwmﬂon

Course - Hours

MCO 510 Cybersecurity Pollcy

MCO 515 Cybersecurity Continuity Planning

MCO 525 Cybersecurity Leadership and Strategic Planning
Total Concentration Hours|

0iwWlw|w

Tallqud I.ndershlp Conuntratlon _
Graduate courses (500, 600, or 700 level) must be chosen and
planned through the student’s faculty advisor. (If students are
pursuing concurrent track, these 9 hours must be unique to this track)

Total Concentration Hou 9

7. What is the scope or effect of the proposed extension?

a. How many of the major courses to be offered by the proposed extension are offered
in the existing program?

All courses proposed in the extension are currently offered at Athens State
University.

b. How will the proposed extension impact other public institutions?

Because the core objectives of the program do not change, we do not expect an
impact on other public institutions.

¢. Will the proposed extension move the program listing to a new two-digit CIP category
in the Commission's academic program inventory?

No
8. What is the impact of the proposed change on the existing program or unit?
a. What will be the budgetary impact of the proposed extension?

None
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b. What changes in faculty and staff will be required to implement the proposed
extension/alteration?

No changes necessary

9. If the extension will require additional resources, please provide a list of sources of funds
available for the extension.

No additional resources will be needed.

10. Please state the rationale for the extension/alteration.

In today's rapidly evolving landscape, challenges arise amidst all organizations that require
leadership that is both visionary and adaptable. There is a critical need for leaders who possess
advanced interpersonal and strategic skills to meet the increasing complexity of markets,
shifting demographics, and technological advances. Our restructured Master's in Strategic
Leadership aims to meet this need by offering 2 comprehensive curriculum of core courses and
specialized concentrations that can be tailored through an interdisciplinary approach to meet the
individual student's needs and better prepare them for workforce readiness. By bringing in
interdisciplinary insights from other specializations, the program will prepare graduates to
navigate diverse organizational and cultural contexts effectively. The core courses on strategic
leadership will develop our students to be future-ready leaders prepared to drive innovation,

foster resilience, make strategic decisions, and achieve success amidst a rapidly-changing
world.

dup_a o, 12.20-2¥
Signature of Institution’s Authorized Representative Date
Provess?
Title

Institution
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 17, 2025

ACTION ITEM TITLE: Reaffirmation of Board of Trustees
Fiduciary Duties and Responsibilities

RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees reaffirm and sign
the revised Board of Trustees Fiduciary Duties and Responsibilities as presented.

FISCAL CONSIDERATION: See Attached.

RATIONALE: _ .
NN |17/
Senato ur Orr, Chair protempore ! ate
m g . @/\ [/ 77; i
W , Vice Chair pro tempore / / Date _
( OMAMW\ | =1 7- 2028

Cathérine Wehlpurg, President Date
%Uuu }dooch 0]-1N-2025

]ackive Gooch, Secretary to the Board of Trustees Date
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Athens State University
Board of Trustees Fiduciary Duties and Responsibilities

As a member of the Athens State University Board of Trustees, I pledge to fulfill my
fiduciary responsibilities as described below.

Duty of Care

I pledge, to the best of my ability, to give the same care and concern to my board
responsibilities as to my personal responsibilities by:

5

y

Participating in all Board meetings by preparing and participating effectively, [ will
treat fellow board members with mutual respect. I understand that consistent
failure to attend meetings may result in my removal from the Board.

Contributing to efforts to sustain the University mission, integrity, traditions, and
values. Advancing initiatives that promote the University and influence others to be
a part of its mission and realize goals.

Participating in recruiting, approving, supporting, and evaluating the University
president.

Protecting fiscal integrity, approving the University budget, monitoring resources
and productivity, and participating in fundraising including personal yearly
contributions and advocacy.

Participating when feasible in campus activities and acting as an engaged member of
the campus community.

Assisting with the university's strategic direction. Trustees should give advice and
share expertise freely, but they must understand and accept that not all such views
will be adopted.

Participating in the Board self-assessment process to improve Board performance.

Duty of Loyalty

I pledge, to the best of my ability, to place the interests of the University ahead of my own
interests at all times by:

1.

Complying with the University’s conflict of interest policy, including the disclosure
requirements. This includes notifying the Board Chair of any conflict of interest
which may arise recusing oneself of votes where a personal interest may be at play.

Page 1 of 2
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2. Refraining from asking the President or other University executives or academic
officers or staff for special favors on behalf of myself, my family, or my friends.

3. While disagreements may emerge in Board decision-making, I will, to the best of my
ability, support the consensus decisions of this board once they are made.

Duty of Obedience

I pledge, to the best of my ability, to ensure that the University abides by all applicable laws
(federal, state and local) and regulations and to support principles of equal opportunity
and nondiscrimination for all students, faculty, and staff and board members.

Duty of Confidentiality

I pledge, to the best of my ability, to keep confidential any information designated as such
and will not use the information I see or hear in the scope of my position for personal gain.
I will strictly maintain confidentiality of the Board’s executive sessions, especially with
respect to sensitive personnel matters.

Duty of Prudence

I pledge, to the best of my ability, to be aware of and consider risks and exercise caution in
decision-making. I will handle matters with a high degree of professionalism and
accountability.

Duty to Disclosure
I pledge, to the best of my ability, to be forthright in my speech and behavior by:

1. Conducting myself in word and action from the perspective that we serve
individually and collectively, the whole institution rather than any one part of it, any
individual or group within it or outside of it, or in any partisan or political cause.

2. Being aware of how we represent the University through our actions and words.
The President and/or the Board Chair shall be made aware if apparent grievances or
complaints have merit.

3. Disclosing any true, pertinent information that could impact the decisions of other
board members.

Name (Print)

Signature Date
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